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Paznen 1. Teopernueckue 0CHOBBI 3alUThI HH(OpMaLUU

1.

OcHosHble npUHYUnbl COBPEMEHHOU KoHYyenyuu obecnedenus sawumsol ungopmayuu. Vicxonnsle
IPENIOJIOKEHNST O BO3MOXHOCTSAX 3J0yMbIIUIEHHUKA. TpeboBaHMsl K 3alMTE€ C TMO3HUIMU
nojb30Baress. OCHOBHBIE METO/IbI 3aLLUTHI.

Ponv 3axonodamenvnozo u OpeaHu3ayuOHHO20 obecnedenus 3awumol UHGoOpmayuu. 3aKOHBI
Poccuiickoii denepannu, COCTaBIAOLIME OCHOBY IPAaBOBOM 0a3bl 3alIUTHI MH(MOPMAIIUU B CTPAHE.
Oco0eHHOCTH POCCHIMCKOr0 3aKOHOAATEIbCTBA B YACTH 3alllUThl TOCYJAapCTBEHHOW TaiHBI,
KOMMEpUYECKOM TalHbl M aBTOpPCKMX ImpaB. I[lopsaok JMLEH3UpOBaHUS U CepTHUPHUKALMU
JIESITEIBHOCTH B 00JIaCTH 3aIUThI HHPOPMAIIUH.

Mamemamuueckue moodenu ghopmanvHou meopuu 3auumsel ungopmayuu. YTpo3sl HGOPMAIIUU U
nonutuka Oe3omacHocTH. Knaccupukanms cucrem 3ammthl. CTaHAapThl B 0OJACTH 3alIHTHI
uHGpOpMaLMU B BBIYUCIUTENBHOM cucteme, «OpanxeBas kaura» CIIIA, poccuiickue crangapThl.
Kpunmoepaguueckue memoovr sawumer ungopmayuy. OCHOBHBIC TOHATHS KPUITOTPAHH.
Hcropuyeckue mmudppsl. Teopermueckas, NpakTHYeCKass M BPEMEHHAas CTOMKOCTb CHUCTEMBbI
Kpuntorpaduueckoil 3amuthl. Kpunrorpapuueckue napameTpbl y3j710B U OJIOKOB MIU(PYIOLIIUX
aBTOMAToB. MeToapl TMOJIY4YEHHs ICEBAOCIYYalHbIX TmocienoBaTenbHOCTe. COBpeMEHHBIE
NOTOYHbIE M OJOYHBbIE alropuTMbl IMH@poBaHus. CHUCTEMBI acCCUMETPUYHOIO IMdpoBaHMUs,
OTKPBITBIA KJII0Y, 3JEKTPOHHAs MOANUCH. BOonpockl reHepanuu U pacrpeaeneHus Kioded. Ataku
Ha Kpunrorpapuyeckue ajJropuTMbl: aJIrOpUTMHUUECKHE, ajlreOpandyeckue, CTaTUCTUYECKHE.
Mertonosorust 000CHOBaHUS HAJIEKHOCTb KPUNTOrpahuyecKoi 3aInThI.

Kpunmoepaguueckue npomokonwi. Kpunrorpapuueckue MNpOTOKOIBI €  HCHOJb30BAHUEM
CUMMETPUYHOTO M acHUMMETpUYHOro mudpoBanusa. Kpunrtorpapuueckue MNpoOTOKOIBI €
ucnoib30BaHueM LudpoBoi moxamucu. Kpunrtorpadguueckne MpOTOKOIBI TIEHEpALUU H
pactipenenenus kioueil. [IpoTokonsl pa3aeneHus cekpera U JoKas3aTenbcTBa 0e3 pasriaiieHus.
Teopemuko-uucnogvie memoovbt 6 Kpunmoepaguu. OIlLEHKa CI0XHOCTH apU(pMETHUYECKUX
onepauuii. HempepsiBHBIE 1poOH U UX CBOMCTBA, KBaIpaTUYHbIE BHIUETHI, ACUMITOTHUECKUH 3aKOH
pacnpenenenus IpocThix uucen. Apudmernyeckue anroputmsl, (Beraucienue HOJI, CumBoina
SIxoOm), perieHne KBaJpaTHbIX YPaBHEHUN B KOHEUHBIX MPOCTHIX MOJISAX, aJTOPUTMBI ITIOCTPOEHUS
U MPOBEPKHU MPOCTOTHI YUCEIN, aJTOPUTMbI (HAaKTOPU3ALUU U TUCKPETHOIO JIOTapU(PMHUPOBAHUS.
Kpunrocucrema RSA, BbIOOp mapaMeTpoB M B3aUMOCBSI3b MEXKIY HUMHU.
IIpoepammmno-annapammuvie cpeocmea obecneverHus UHGopmayuoHHol besonacnocmu. MeTosl U
CpeACTBa OrpaHUYEHHUs JOoCTyrna K KoMmmoHeHTamM OBM. Meronsl U cpeincTBa MPHUBS3KU
IPOrPaMMHOT0 OOecleyeHus K annapaTHOMY OKPYKEHHIO U (pU3MYeCKHM HOCHUTENSIM. MeToabl U
cpencTBa XxpaHeHusl KitoueBoil wuHpopmammu. CpenctBa obecmedenus Oe3zomacHocTH B OC
cemericte Windows u UNIX, xkputepun 3amumennoctu OC. CpenctBa obOecrnedueHus
0e301acHOCTH B ceTsx. [IpoTokosbl ayTeHTU(UKAILIUH ITPH yaneHHoM AocTyne. CpeacTBa 3aliuThl
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cepBepoB U pabounx crannuii. CpecTBa 3alIUTHI JIOKATBHBIX CETEeH MPH MOJKII0UEHUH K Internet.
MexceTeBble OJKpaHbBI, JJCKTPOHHBIC 3aMKH, KpUNTO(DHIBTPHI, KpuUnTopoyTrepbl. OO6mactu
MPUMEHEHHUS, JOCTOMHCTBA, HEJOCTATKU, PEaTU3yeMble OJUTUKNA 0€30MacHOCTH. MeTO/Ibl OLICHKH
KauecTBa MPUMEHSIEMBIX CPEJICTB 3alIuThl. MeToasl B cpeacTBa 3amuTthl nHpopmaruu B CYB/I.
CpenctBa WACHTH(PUKAIMU W ayTCHTU(DHUKAIMK, YIPABICHUE TOCTYIIOM, CPEICTBA KOHTPOIIS,
aynut 6e3zonacHoctu. Kpurtepuu 3amumensoctu b/l u AUC.

3awuma ungopmayuu om mexuuueckou paszeeoxku. OCHOBHBbIC (DU3MUECKHUE KAHAIBI YTEUYKH
nHpopmanuu o GpyHKITMOHUPOBAHUH MH(GOPMAIIMOHHOW CUCTEMBI. Y3JIbl U OJIOKH O00OpYIOBaHHS
WH(OPMAIIMOHHONW CHCTEMBI, YS3BUMBIC NJIS TEXHUYECKOW pa3BelkH. TeXHUYEeCKHe MmapaMeTpsbl
COBPEMEHHBIX CpEJCTB IepexBaTa IOOOYHBIX CHUTHAJOB. METOIBI W CPEACTBA 3alIUTHI OT
WHXCHEPHO-TEXHUYECKOM pa3BelKu. MeETOIHMKa OLEHKH KadeCcTBa HH)KEHEPHO-TEXHUYECKOMN
3aIIMTEL.

Ocobennocmu 3awumsl uH@oOpMayuu 6 vluuciumenvHou cucmeme. IlepedeHb THIIOBBIX YTpo3
BBIYMCIIUTEIIBHOM CHUCTEME CO CTOPOHbl MOTEHUUAIBHOTO 3J0YMbIIIJIEHHUKA. (OCHOBHBIE
MPUHIUIBI 3alIUThl BBIYUCIUTEIBHOW CUCTEMBbl OT HECAaHKIIMOHHPOBAHHOTO JOCTynHa (MpoBepka
MTOJITHOMOYHH, pa3rpaHUYCHUE AOCTYIA, AyUT). 3amuTa HHOOPMAIUU B JJOKATBHBIX U TJIOOATBHBIX
BBIYUCIIUTENBHBIX CETSIX U €€ 0coOOeHHOCTU. Poib W 3amaum agAMUHUCTpATOpa BBIYUCIUTEIHHOMN
CUCTEMBI U CITY>KOBbI 0€30I1aCHOCTH.

Paspywarowue npoepammnvie 6030eticmeusi. KOMIIBIOTEpHBIC BHPYCHI KakK OCOOBI Kiacc
pa3pylIalouX MpOrpaMMHBIX BozaeicTBuil. Knaccudukanus BupycoB. MeTozbl BBIABICHUS H
3allMTHl OT BUPYCOB. M301MpoBaHHbIE MPOrpaMMHBIE CPE/Ibl. 3aluTa MPOrPAMMHBIX MPOIYKTOB
OT U3MEHEHHUS U KOHTPOJIb LIEIOCTHOCTH, 3aIIUTA OT U3YUYEHHUS.

11. Memoouka ananuza aneopummos 3auumsl NPOSPAMMHBIX PEaru3ayull UHGHOPMAYUOHHBIX CUCEM.

MeToapl BOCCTAaHOBJIEHUS AITOPUTMOB 3allUThl B MPOrPAMMHBIX NpoaykTax. OLEeHKa YpOBHs
KpUNTOrpapuuecKord 3alMThl THUIOBBIX IPOTPAMMHBIX MPOAYKTOB. AHAIM3 OCOOCHHOCTEU
BbIpaOOTKM U pacmpeneneHus Kiroued. AHalu3 BO3MOXKHOCTH BHEAPEHUS KpUNTOrpaduuecKux
3aKJIaZI0K. OKCIIpecC-aHalU3 3alUILIEHHOCTH CETEBOr0 KOMIIBIOTEpA OT YAAJIEHHBIX aTaK uepes
CETb.

Paznen 2. Teopnﬂ BepOﬂTHOCTCﬁ N MaTEMaTHYCCKasg CTaTUCTHUKaA

No o

10.

11.

BeposTHOCTB: akCHOMBI M CBOMCTBA (IUCKPETHBIN, a0COMIOTHO-HETIPEPBIBHBIN U 001Ul ciaydan).
CrnyyaliHble BETMYMHBI U UX XapaKTEPUCTUKU: OIpe/Ie]IeHHEe, CBONCTBA (IUCKPETHBIH, aOCOIOTHO-
HENpepbIBHBIN U 001U cityyau, QYHKIMU PACHIPEeICHHsI, MOMEHTHI).

OcHOBHBIE BEpOSITHOCTHBIE paclpe/elieHusi, HX CBOIicTBa (HOpMaibHOE, OWHOMHAJIBHOE,
HKCIOHEHIIMAIbHOE, MYaCCOHOBCKOE, CBA3b MEXK1y HUMH)

[IpenenbHble TEOPEMBI: 3aKOH OOJBIIUX YHUCEN, TeOpeMbl XHMHUWHA, YeOblleBa; YCHUICHHBIN
3aKOH OoJbIIMX uucen, TeopeMa KoiMoropoa; IeHTpalibHasl NpejaeibHas Teopema, Teopema
Myaspa-Jlamnaca.

XapakTepucTuueckrue GyHKINHU, UX CBOICTBA, CBSI3b C MOMEHTaMH.

Bri6opka, sMnupudeckast GyHKIMs pacipeiesieHus, THCTorpaMma.

Kpurepun oTHOIIEHUS NPaBAONO00HUs, €r0 OCHOBHBIE aCUMITOTHUYECKHE CBOMCTBA, €ro CBS3b C
KpUTEpUEM XHU-KBaApaT JUIs MOJIMHOMHUAIBHOIO paclpeieeHusI.

Jlemma Heiimana-Ilupcona; paBHOMepHO Hambosiee MOIIHBIE (p.H.M.) KPUTEPUHU JUISI MOJENEH C
MOHOTOHHBIM OTHOIICHHEM IMPaBAOINOA00MS B Clydae OJHOCTOPOHHUX THUIOTE3; ABYCTOPOHHHE
TUIIOTE3bl, HECMEIICHHBIE KPUTEPUH [l HUX.

Kpurepun cornacus KonmoropoBa, xwu-kBagpar, CmMupHOBa M JAp. I THUIOTE3 O BHUIE
pacnpezneneHus, OJHOCTOPOHHOCTH, HE3aBUCUMOCTH, CIIy4aliHOCTH.

JloBepuTenbHblE MHTEPBANIbI ([I.M.) U MHOXECTBa, MOCTPOCHHUE I.M. C MOMOIIBIO LIEHTPAIbHOM
CTaTUCTUKH, IPUMEPBI; ACUMIITOTUYECKUE 1.1.

CrnyyaliHple TOJCTAHOBKH, METOJbl TeHepauuu. LlUkiasl B ciay4yaillHBIX IOJCTaHOBKAX,
pacnpeziesieHue Yncia LHUKIOB.
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12. DnemeHTHl TEOPUM CIIy4yalHBIX TpoueccoB. MapKOBCKHUH, BHHEPOBCKHI, ITyaCCOHOBCKHM
MPOIECCHI U UX CBOMCTBA.

13. [IpumeHeHHEe BEpPOATHOCTHBIX METOJOB B TEOPUM 3alIUThl HHQPOPMAIMHU: ITOCTPOCHHE
BEPOSTHOCTHBIX MOJIEJICH MPOIIECCOB, BO3HUKAIOIINX B 3aja4yax 3alluThl HH(pOpMaIMU, poBepKa
Ka4yeCTBa MCEBAOCITYYalHBIX MTOCIEA0BATEIBHOCTEN U .

Paznen 3. Anrebpa.

1. I'pynna, moxarpymma, HOpMajbHBIH aenuTenb, (akrop-rpynmna. [ukmumdeckas rpymma; abeneBa
rpymnmna (onpeaenaeHus, Ipumepsl), romoMopdusm rpynmn. I'pynna noicTaHOBOK.

2. Wpean xonbma, TOMOMOPGHU3M KOJel, KOJIbI0O MHOTOWIEHOB, pa3JIOKEHHE Ha MHOXXHUTEIH,
MHTEpHOJSIMOHHAsA Gopmyiia Jlarpanka. PaznoxkeHue koiblia BEIYETOB 110 3aJaHHOMY MOAYIIO B
IPSIMYIO CYMMY KOJIELL.

3. Ilpoctoe mose, pacmupeHue mojs, NPUMUTUBHBIA 3JI€MEHT KOHEYHOIO II0JIs, OIMCAaHUE
MHOXCCTBAa NPUMHUTHBHBIX 3JICMCHTOB YCpPC3 CTCIICHU OJHOI'0 M3 HUX. AJII‘OpI/ITMLI MMOCTPOCHUA
OPUMUTHBHBIX 3JeMeHTOB. «KwuTaiickas» Teopema 00 oOCTaTkax, METOAbl Pa3JI0KEHUs
MHOTI'O4JICHOB Ha HCIIPUBOAUMBIC MHOXKHUTCIINU.

4. JluHelHble peKyppEeHTHbIE NOCIE0BATEIbHOCTH HAJl KOHEUHBIM I0JIeM. XapaKTepUCTHUECKUI U
MUHUMAaJIbHBIII MHOT'OWIEH, COITPOBOXKAatoias MmaTpua. O1eHKa AJIUHbI IEpUoAa.

5. IIpumenenue anreOpanyeckux METOAOB B 33/1a4ax 3aILUThl HHPOPMAIUH.

Paznen 4. Teopus undopmanuu.

1. DHTpomus BEpOSITHOCTHOW CXEMbI. YCJIOBHAasl SHTpomnus. B3aumHas, coOCTBEHHas, yCIOBHAas
uH(pOpMAINS BEPOSITHOCTHBIX CXEM.

2. MaremaTnueckre MOJENH AUCKPETHBIX HUCTOYHUKOB COOOILIECHUI. DProanyecKue UCTOUYHUKH.
Teopema lllenHoHa /17151 UCTOUHUKOB O€3 AMSITH.

3. Knaccuduxamus xkanamoB cBszu. [Ipomycknas cmocoOHOcTh. I[IpomyckHas cmocoOHOCTD
JUCKPETHOTO KaHaya 0e3 MmaMsTH.

4. llpsamas u oOpaTtHas Teopembl llleHHOHa &7 JBOMYHOTO CHMMETPUYHOTO KaHaja CBS3H.
[IpumeneHrne TEOPETUKO-UH(POPMAIIMOHHOTO TMOAXOAa K aHaIM3y KpUOTOTrpaduyecKux
AITOPUTMOB.

ITporpamma yTBeprkJeHa Ha 3acenaHuu kadenpsl «KommnbrorepHas 6e3omnacHocTb» 05 ampens 2016 r.,
npoTokos Ne 3.

3aB. kadenpoit «KommbrorepHas 6€301acHOCThY»
« _» 2016 . A.b. Jlock
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