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Abstract. The article presents an approach to modeling the cyber-physical water
supply system of a smart city. The shortcomings of control models are consid-
ered, and the list of vulnerabilities of the cyber-physical water supply system of
a smart city based on scenario modeling is supplemented. The features of mod-
eling the cyber-physical water supply system of a smart city were formed by a
comprehensive threat analysis. The proposed approach makes it possible to gen-
eralize vulnerabilities, threats and create requirements for modeling scenarios of
violation of the management of cyber-physical water supply systems in order to
reduce potential risks. Based on a multi-criteria assessment, the optimal model
for control the cyber-physical water supply system of a modern city was deter-
mined - a Digital water utility with a centralized data exchange system based on
the state information system for water resources management. The results of the
study were practically used in one of the largest water supply companies in Rus-
sia - the city of Saint Petersburg.
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1 Introduction

In recent years, the threat to critical water infrastructure has increased, as evidenced by
the growing number of reported attacks on these systems. Preventive security mecha-
nisms are often insufficient to detect and neutralize the actions of attackers in order to
limit the potential damage from successful attacks. Ensuring the security of the func-
tioning of the smart city's enabling cyber-physical systems is a complex task [1]. The
resilience of cyber-physical systems of a smart city to potential intrusions and cyber
threats is particularly relevant due to the increase in the number of equipment connected
to the systems. In addition to the quantitative increase in equipment, the complexity of
building the architecture of cyber-physical systems of a smart city is also due to the
disparity of the integrated subsystems, as well as the individual characteristics of the
architectures themselves. The problem of safe functioning and resource management
of modern cities is particularly relevant. Urbanization imposes certain requirements for
improving resource management models [2]. By analyzing the existing trends in the



functioning of cyber physical systems in modern cities, it is possible to identify a list
of current vulnerabilities and threats and form an optimal management model.

2 Materials and Methods

Firstly, we will create a consolidated list of potential threats based on vulnerabilities
for both digital and analog water utilities. Next, based on the hierarchy analysis method,
we will conduct a multi-criteria assessment of possible alternatives to water manage-
ment models in a modern city. To simplify the perception, we will divide the manage-
ment alternatives into 4 categories, which will become the basis for choosing alterna-
tives to management models based on the hierarchy analysis method.

3 Results

For ease of perception of the results obtained in the course of research, we group them

into subsections:

e Assessment of control models of active water supply systems taking into account
negative factors.

¢ Classification of potential vulnerabilities, threats and risks of functioning of cyber-
physical water supply systems in a smart city

¢ Modeling of scenarios of water supply system control failure.

3.1  Assessment of control models of active water supply systems taking into
account negative factors

Formulate the main terms used in the study.

A threat to the security of a cyber-physical system is a set of conditions and factors that
create a potential or actual danger of violating the security of the functioning of a cyber-
physical system.

Vulnerability of the cyber-physical system - a lack (weakness) of the infrastructure,
software (software-technical), software-hardware levels, as well as the influence of the
human factor on the functioning of the cyber-physical system as a whole, which can be
used to implement security threats.

Security risk of a cyber-physical system is the product of the probability of a threat to
the functioning of a cyber-physical system by the size (magnitude) of the potential con-
sequences.

Cyber-physical attacks on water infrastructure have increased with the number of
connected equipment and water automation-transforming into smart water manage-
ment. ldentifying and neutralizing potential vulnerabilities is an important process that
allows you to safely and effectively use the benefits of digital equipment in the smart
city water supply industry [3]. One way is to improve algorithms for detecting cyber-



physical attacks in water network management [4]. Which uses data analysis from in-
frastructure equipment, model-based detection mechanisms, and rule checking (figure
1).

Fig. 1. Simulation of the functioning of the "digital water supply”

The digital water supply control model differs from the analog water supply control
model. Digitalization of the industry has a positive impact on the level of development
of water utilities, centralized data exchange via secure communication channels, and
the ability to build both deterministic and stochastic models, which result in optimizing
costs and improving the quality of services provided to consumers [5]. Often, the main
problem of the transition to the management of a "digital water channel™ is the lack of
funding even to maintain the existence of an "analog water channel”. The authors be-
lieve that this problem is a serious test and challenge for the modern world during the
transition to digital format [6]. Smart city technology solutions must meet security re-
quirements, including in the field of CPS water supply for Smart cities [7].

An important aspect is the procedure for detecting an attack on a cyber-physical wa-
ter supply system. There are various mechanisms for integrated assessment of the state
of systems, including the implementation of sustainable and safe remote monitoring. A
set of measures to assess the state of the system at each time step contributes to the
timely detection of certain attacks. The authors of [8] a numerically efficient algorithm
for achieving stability and detecting attacks on remote monitoring systems has been
developed. In [9] several traditional methods for detecting anomalies are considered
and evaluated in the context of detecting attacks in water distribution systems. These
algorithms were centrally trained across the feature space and compared with multi-
stage detection methods that were developed to isolate both local and global anomalies.
In addition, a new ensemble technique combining density-based and parametric algo-
rithms was developed and tested in the applied environment. Traditional methods had



comparable results with multi-stage systems, and when used in conjunction with a local
anomaly detector, the effectiveness of these algorithms was significantly improved.

The infrastructure of water supply, distribution, and sanitation systems is socially
significant. When modeling a water distribution system [10] a universal agent-based
structure is used to evaluate the collective behavior of the control system during cyber-
attacks launched against the implementation of this model. A real-time model of urban
water cycle management is considered in [11], divided into water supply systems and
urban drainage systems necessary for the functioning of urban society. Cyber-physical
water supply system is presented as a technological complex for effective management
of critical systems. Validation of the proposed approaches to managing the cyber-phys-
ical system was performed using virtual reality simulations based on
MATLAB/SIMULINK and EPA-SWMM. Through modeling in these environments, a
physical model of real objects and its digital counterpart (digital twin), water users and
the environment were presented. The evaluation of information flows in the interaction
of agents and management systems is carried out.

The work [12] is devoted to automatic detection of water losses in water distribution
networks by dynamic analysis of time series associated with water consumption within
the network, and the use of a classifier for wavelet detection of points of change to
detect anomalies in the consumption structure. The wavelet point change method uses
a continuous wavelet transform of time series (signals) to analyze how the frequency
content of a signal changes over time. In the case of water distribution networks, the
time series is associated with the streaming of water consumption data from automatic
meter reading devices either at the level of individual consumers or at the level of the
aggregated district area of the meter. The method of detecting wavelet points of change
analyzes the provided time series to obtain its own knowledge about water consumption
in normal conditions at the household level or throughout the territory, and then makes
conclusions about water consumption in abnormal conditions.

A critical review of uncovered documented and malicious cybersecurity incidents in
the water sector described in [13] also confirms the increased incidence of external
interference. For each individual incident, the situation, response measures, remedial
measures and lessons learned were compiled and described. The results of this review
indicate an increase in the frequency, diversity and complexity of cyber threats in the
water sector. While the emergence of new threats, such as ransomware or crypto jack-
ing, has been detected, the recurrence of similar vulnerabilities and threats, such as in-
sider threats, has also been evident, underscoring the need for an adaptive, cooperative,
and comprehensive approach to water-based cyber defense.

3.2  Classification of potential vulnerabilities, threats and risks of functioning
of cyber-physical water supply systems in a smart city

The described vulnerabilities and threats will be the basis for building new models for
managing active water supply systems. It is important to note that managing these risks
will increase the level of strategic security of cities in management. When assessing the
vulnerabilities of digital water channels, the degree of threat impact on the stability of



the water management system, we suggest dividing it into several contours: a) Opera-
tion of loT and 1loT terminal equipment; b) Integration of the cyber-physical system
with smart city systems; ¢) Data centralization in the unified information system of the
country.

This paper does not address the third circuit issues - the possibility of centralizing
the exchange of information from several smart cities. Such systems of combining in-
formation from several cities and regions represent a higher-level system. The require-
ments for such systems will be described by the authors in the following scientific pa-
pers. Such large-scale systems require additional analysis of vulnerabilities and threats
[14], comparison of architecture options for building cyber-physical water supply sys-
tems in smart cities [15], and improvement of security [16].

Based on the results of current and previous studies, the authors concluded that it is
necessary to group the problems of managing cyber-physical water supply systems into
several areas (aspects):

o limited water resources;

increased wear and tear of water supply systems;

increase in the urban population;

degradation of water sources;

lack of backup water sources;

non-compliance of equipment at water treatment plants with modern types of pol-
lution - both chemical and biological: antibiotics, micro plastics, biologically active
bacteria.

Next look at each of these aspects in more detail. The created classification (Table
1) is a basic one, compiled by an expert method based on the vulnerabilities, threats
and risk levels identified in previous studies. When conducting a comprehensive as-
sessment of the security status of cyber-physical water supply systems in a smart city,
it is necessary to take into account the features of the system architecture, data ex-
change, and hardware used both for the operation of systems and for preventing poten-
tial management threats [17].

Table 1. Basic classification of potential vulnerabilities, threats and risks of functioning of
cyber-physical water supply systems in a smart city.

Vulnerability | Threats | Risk level
Group 1 - Infrastructure level (water supply systems, equipment, water supply sources)

Use of outdated tech- | Chemical infestations
nologies to detect the | Biological infections

degree of water pol- | Increasing morbidity of the population Medium
lution The decline in the quality of water supplied

Failure of water supply networks
High level of water Losses dyrln.g transport_ _
. The decline in the quality of water supplied .
infrastructure wear Medium

Increasing morbidity of the population
Chemical infestations
Biological infections

and tear




Lack of backup wa-

Emergency situation in a part of the city, district,

ter SUDDIV SOUICes and in the agglomeration as a whole Medium
PPy The interruption in supply of water
Emergency situation in a part of the city, district,
and in the agglomeration as a whole
Lack of fresh water . - - - .
- Water supply interruption (iodine deficiency) Medium
storage facilities L .
Poisoning of the population
Failure of equipment and water treatment plants
Lack of network Losse§ dur_lng trar_’nsport
. Chemical infestations .
health monitoring . L. . High
svstems Biological infections
4 Unauthorized connections to the networks
Lack of main sys- Losses during transport
tems for monitoring | Chemical infestations
the state of water Biological infections High
supplied to the con- | Unauthorized connections to the networks
sumer Poisoning of the population
Group 2 - Program level
A program code of | Failure of systems and equipment
not declared possibil- | Interception and corruption of data Medium
ities of the software | Remote monitoring and management of systems
Failure of systems and equipment
Software injections | Interception and corruption of data Medium
Remote monitoring and management of systems
Accessibility from | Failure of systems and equipment
outside (a potential | Interception and corruption of data Medium
invasion of hackers) | Remote monitoring and control of systems
Backdoors of im- Failure of systems and e_qmpment _
Interception and corruption of data High
ported software o
Remote monitoring and management of systems
Group 3 - Hardware level (digital equipment)
Availability for con- Failure of systems and e_qmpment _
. Interception and corruption of data Medium
necting hardware o
Remote monitoring and control of systems
Ability to intercept | Failure of systems and equipment
the signal, suppres- | Interception and corruption of data High
sion, distortion Remote monitoring and control of systems
Accessibility from Failure of systems and equipment
outside (a potential | Interception and corruption of data High
invasion of hackers) | Remote monitoring and control of systems
. Failure of systems and equipment
Backdoors of im- Interception and corruption of data High

ported hardware

Remote monitoring and control of systems




Failure of systems and equipment
Remote control of . . .
) Interception and corruption of data Medium
equment . .
Remote monitoring and control of systems
Group 4 - Human factor (human influence on the system)
Emergency situation in a part of the city, district,
i and in the agglomeration as a whole
Incorrect actions of . . .. .. .
Water supply interruption (iodine deficiency) High
the staff N .
Poisoning of the population
Failure of equipment and water treatment plants
Deliberate negative Eme_rgency situation ina part of the city, district,
. and in the agglomeration as a whole
actions of personnel . . L - .
o Water supply interruption (iodine deficiency) Medium
on the functioning of - .
systems (sabotage) Poisoning of the population
Y g Failure of equipment and water treatment plants
Potential datal leaks The use of m_forr_natlon for subversive purposes Medium
Remote monitoring and management of systems
i Emergency situation in a part of the city, district,
Incorrect actions of . .
. and in the agglomeration as a whole
the staff in case of an . . - . .
Water supply interruption (iodine deficiency) | High
emergency (due to . .
oor training) Poisoning of the population
P g Failure of equipment and water treatment plants

3.3 Modeling of scenarios of water supply system control failure

Modeling the stability of the functioning of cyber-physical systems of smart cities is an
important aspect of management [18]. It is necessary to determine the optimal manage-
ment model based on a multi-criteria assessment of possible management alternatives
[19]. When building models, both the digital water channel and the analog water chan-
nel will be analyzed. This type of organization management of cyber-physical water
supply systems in smart cities is also possible, due to the lack of automated manage-
ment and control systems. To complete the study, each group is divided into subgroups
and represents management alternatives. The General structure of the hierarchy analy-
sis method can include several hierarchical levels with their own criteria [20].
The method consists of a set of the following steps:
a) The first step is to structure the task as a hierarchical structure with several levels.
b) At the second stage, the goal, evaluation criteria, and possible alternatives are
formed.
¢) In the third stage, pairwise comparisons of elements of each level are performed.
d) The importance coefficients for each level's elements are calculated. This checks the
consistency of judgments.
e) The combined weight coefficient is calculated and determined the best of the alter-
natives presented.



Problem statement: choose the optimal control model based on multi-criteria anal-

ysis using the analytic hierarchy process from the generated alternatives.
Goal: to identify which management model is more resilient to potential negative

management threats.
Defining control alternatives:

a) A digital water utility with a centralized data exchange system based on the state
water management information system (Al).

b) Digital water utility without a centralized data exchange system (A2).

c) Analog water utility with improved (updated) infrastructure (A3).

d) Analog water utility without infrastructure upgrade (A4).
Assessment criteria:

a) Ability to detect chemical contamination at both water treatment plants and water
supply networks (C1).

b) Ability to detect biological contamination both at water treatment plants and water
supply networks (C2).

¢) Operational control of potential unauthorized connections to networks and identifi-
cation of water resources losses (C3).

d) Ensuring water quality control at the consumer (C4).

e) Stability of control systems to cyber-attacks (C5).

f) System management level (C6).

g) Centralization of data on water production and consumption (C7).

The described hierarchical model consisting of 7 criteria and 4 alternatives can be
presented visually (Fig. 2).

Fig. 2. The design of the model hierarchy

The matrix of paired comparisons represents the second level of the hierarchy. For
pairwise comparisons, we use a scale of relative importance from 1 to 9. for Example,



criterion C5 is significantly more important than criterion C2, so the number 3 is en-
tered in the corresponding cell; 1/3 is automatically entered in a cell that is symmetrical
relative to the diagonal, which corresponds to the opposite comparison. The basis for
calculating the relative importance of criteria is an expert assessment. The expert as-
sessment of the criteria is based on a survey of 5 groups of people with different pro-
files: specialists in the field of water supply; specialists in the field of cyber security;
specialists in the field of Economics; civil servants; residents of several cities of differ-
ent gender and age. The resulting values are rounded and shown in Table 2.

Table 2. The matrix of comparing the criteria.

Criteria | C1 Cc2 C3 C4 C5 C6 c7 Eigen- The vec-
vector tor of pri-
orities
C1 1 1 3 2 4 4 3 2.25 0.27
C2 1 1 2 2 3 4 3 2.03 0.24
C3 0.33 |05 1 1 1 3 3 1.06 0.13
C4 0.5 0.5 1.0 1 3 3 2 1.24 0.15
C5 025 (033 |10 033 |1 1 2 0.66 0.08
C6 025 |0.25 [0.33 (033 |1 1 2 0.54 0.06
C7 0.33 (033 |05 0.5 0.5 0.5 1 0.64 0.08

After that, priority vectors were calculated, which are also shown in Table 2, the max-
imum eigenvalue Amax, the consistency index, and the consistency ratio. The maximum
eigenvalue Amax is calculated using the matrix of paired comparisons as follows: stack
each column of judgment, then the sum of the first multiplied by the value of the first
components of the normalized vector of priorities, the sum of the second column on the
second component, etc. then the resulting numbers are added together. The consistency
index (CI) is determined using the following formula (1), where n is the number of
elements to compare (the size of the matrix).

Cl = Amax — M)/ (n—1) 1)

Calculating the average value of the consistency index for the resulting matrix. Di-
viding the CI by the number corresponding to random consistency (RC), we get the
consistency ratio (CR). For a matrix of size n = 7, random consistency RC = 1.32. Cal-
culate the consistency ratio using the following formula (2):

CR=CI/RC )

The consistency ratio of the resulting CR matrix = 0.09. The consistency level is
considered acceptable when the CR is < 0.1. if the consistency level exceeds 0.1, then
a review of the judgments is necessary. This is not required in the current case.
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After performing the calculations of the second level, we proceed to the third - a
pairwise comparison of alternatives with each of the criteria [21]. We get seven matri-
ces of judgments with dimension 7 X 4, since there are seven criteria at the second level
and four control alternatives. The resulting matrices allow us to calculate the coeffi-
cients of importance of the corresponding elements of the hierarchical level. This was
computed eigenvector matrix, and then normalized. As a result, the following priority
vectors for each criterion were obtained, shown in Table 3.

Table 3. Priority vector for level 3.

Alternatives/ criteria Cl C2 C3 C4 C5 C6 C7

Al 0.47 |0.47 |054 053 |056 |054 |0.55
A2 0.28 |0.28 |0.26 [0.27 |0.26 |0.26 |0.27
A3 0.16 |0.16 |0.12 |0.14 |0.12 |0.12 |0.13
A4 0.1 0.1 0.07 |0.06 [0.07 |0.07 |0.06

The maximum eigenvalue A,,,, the consistency index, and the consistency ratio were
also calculated to detect inconsistency of the obtained level 3 matrices. For a matrix of
size n = 4, random consistency RC = 0.9. the consistency Ratio for level 3 pair compar-
ison matrices was: according to the criterion C1 = 0.01; C2 = 0.01; C3=0.04; C4 =
0.07; C5 =0.04; C6 = 0.04; C7 = 0.05. The resulting OS values correspond to the OS
condition < 0.1, and therefore no revision is required to improve consistency.

The best alternative is determined using the formula (3), where V; is the quality
weight of the i — th alternative; w; the weight of the i-th criterion; V; is the importance
of the j-th alternative according to the i-th criterion.

V=YL wV (3)

For each control method, we determine the weight coefficient and get the following
values (table 4).

Table 4. Calculated values of the weighting factors of the alternatives.

Alternatives Weighting factor
Al 0.5

A2 0.27

A3 0.14

A4 0.08

The above calculations allow us to determine the weight coefficient of each control
alternative according to the specified criteria and identify the optimal control model
from them. In this case, the best indicator is the Al control model based on digital
control with a centralized data exchange system, the weight coefficient of which is =
0.5. The presented calculations became the basis for the practical implementation of the
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modernization of the management model in one of the largest cities in Russia - the city
of Saint Petersburg. The population of the city is more than 5 million people.

4 Discussion

The results of the study suggest that modeling the functioning of cyber-physical sys-
tems of smart cities is important. Cases of external intrusions aimed at destabilizing the
functioning of systems have become more frequent. The authors ' basic classification
of potential vulnerabilities and threats to the functioning of cyber-physical water supply
systems in smart cities allows us to summarize potential incidents.

Based on a multi-criteria assessment of possible alternatives for managing the cyber-
physical water supply system of a modern city, the optimal management model was
chosen - a Digital water utility with a centralized data exchange system based on the
state information system for water resources management. Secure centralization of in-
formation makes it possible to increase the level of strategic security of cities and coun-
tries in General. The authors will design architectures for building a centralized system
at the state level in the following studies. Features of the projected cyber-physical sys-
tems and existing cyber-physical water supply systems of cities will be taken into ac-
count.

5 Conclusion

The article presents an approach to modeling the cyber-physical water supply system
of a Smart city. The shortcomings of management models are considered, and the list
of vulnerabilities of the cyber-physical water supply system of a Smart city based on
scenario modeling is supplemented. Thanks to a comprehensive threat analysis, the fea-
tures of modeling the cyber-physical water supply system of a smart city were formed.
The proposed approach makes it possible to generalize vulnerabilities, threats and cre-
ate requirements for modeling scenarios of violation of the management of cyber-phys-
ical water supply systems in order to reduce potential risks. New models for managing
active cyber-physical water supply systems in a smart city allow you to increase the
level of management, reduce potential negative factors in providing water supply to the
city, and can be applied by different cities. Based on a multi-criteria assessment, the
optimal model for managing the cyber-physical water supply system of a modern city
was determined - a Digital water utility with a centralized data exchange system based
on the state information system for water resources management.

Data centralization in the unified information system of the country from several
smart cities is not considered in this paper. Such systems of combining information
from several cities and regions represent a higher-level system. The requirements for
such systems will be described by the authors in the following scientific papers. Such
large-scale systems require additional analysis of vulnerabilities and threats, and com-
parison of architecture options for building cyber-physical water supply systems in
smart cities.
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