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Abstract—To provide secure information exchange in communication channels, the correctness of the oper-
ation of the relevant information protection systems must be preliminary studied. The mathematical algo-
rithms used in such systems are correct and can theoretically provide the correct statistical properties of the
output stream compared to the input. However, at the stage of implementation (programming) of these pro-
tection algorithms or at the stages of assembling the final equipment (using hardware, making adjustments)
and its operation in real conditions, it is possible to introduce distortions that violate the operation of certain
elements of information security tools (for example, a random number generator). As a result, by the nature
of the transmitted signal, it becomes possible to determine that the output stream for a number of character-
istics is steadily different from the ideal encrypted stream, which in theory should have come from the equip-
ment and appeared at the output of the communication channel. In this situation, it is necessary to under-
stand how the introduction of certain distortions affects the degree of security of the system being created.
For this purpose, the parameters of various message sources are described, which simulate receiving an out-
put stream with distortions. At the same time, the degree of security of the corresponding communication
channel is proposed to be determined by estimating the proportion of the input stream that can be restored
from the output using side information resulting from the introduction of appropriate distortions in the oper-

ation of the system.
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1. INTRODUCTION
2. 1. Introduction to the Problem

During the implementation and operation of some
information security systems, it is possible to intro-
duce disturbances into the operation of various ele-
ments of equipment (for example, a random number
generator), distorting the correct result of applying
mathematical encryption algorithms.

Such violations can lead to the cases listed below
[1-3, 20, 21]:

¢ reducing cardinality of the key alphabet (when
using a running key ciphering) or having unequal dis-
tribution to it;

e leaks of information about the characters of the
original message;

e reuse of the encryption key.

Thus, as a result of the distorted operation of the
mathematical encryption algorithm, side information
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about the characters of the input message appears at
the output of the communication channel. Given this

information and assuming meaningfulness' of the
original message in the language in question, you can
build an algorithm to restore the original text or its
individual parts.

The full recovery is possible if the number of
expected meanings of the original message characters
is limited and the probability of a true character
appearing among them is close to one. Then, the set of
all its possible values is fixed for each input character.
Recovering the source text is a search for a meaningful
text among all possible combinations [4, 5].

This approach can lead to the loss of a true recovery
variant, the probability of which is estimated based on
the introduced probabilistic theoretical model of the
process under study [6—8]. As the number of values at
the output of a communication channel increases, res-
toration of the original text becomes difficult due to
the high degree of uncertainty in choosing a meaning-
ful text that arises in the process of searching for suit-

' The meaningfulness of a text means the admissibility of its exis-
tence in the language.
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POSSIBILITY OF RECOVERING MESSAGE SEGMENTS

able options. That is, the difficulty lies in selecting the
true source text among a large number of recovered
meaningful texts.

The degree of reconstruction ambiguity » is the
mathematical expectation of the number of possible
meaningful texts that can be obtained by applying the
recovery algorithm [2]. The value of » depends on the
length of the text s and allows evaluating the effective-
ness of restoring the source text. The goal of the recov-
ery procedure is to obtain an authentic, meaningful
text.

Thus, when the number of characters at a channel’s
output is small, the meaningful text can be con-
structed in only one way, because all other combina-
tions will turn out to be the text of a random structure.
However, as the number of values increases, this
approach results in more than one possible recovery
option being found. In this case, it is impossible to
determine which of the found texts is the original mes-
sage without additional information. Therefore, using
this procedure to recover a message becomes entirely
ineffective.

However, the question arises about the possibility
of recovering individual parts of unknown message. If
the corresponding values of character sets are the
implementation of a random variable, then, with a suf-
ficient length of the message, rare favorable events
may appear when the sets of small length appear in
certain segments. On such segments it is possible to
construct an algorithm for determining the required
part of an unknown text, for example, by preliminary
compiling the dictionary values of the appropriate
length.

Problem Formulation

Suppose that we transmit the characters of the

input message x,,..., Xy, selected from the alphabet 4
of cardinality m, and obtain the set of characters of

variable lengths {x,}, = VL x"), xV e AVi=1,

1
..., N, j =1,...,1, at the output of the communication
channel. The values of /, are assumed to be such that
complete recovery of the message is impossible. In this
case, the task is in searching for message sections with
s characters with relatively small values of /; and
attempting to reconstruct individual parts of the trans-
mitted message on them. Within the framework of a
certain probability-theoretic model of the appearance

of sets {x;}, and dictionary models, it is required to

estimate the average proportion of the recovered text
of the original message.

2. MATHEMATICAL MODEL
OF COMMUNICATION CHANNEL

Let us give a description of a communication chan-
nel that models reception of an output stream when
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disturbances are introduced into the operation of ele-
ments of information security systems.

Suppose that for each message character we can
construct a certain set of values, among which the true
desired character is present. The number of such pos-
sible options may have different probability distribu-
tions.

Let us consider the corresponding discrete com-
munication channel without memory [9, 10]. Suppose
that a set of characters A (|4 = m < o) acts as finite
input and output alphabets. Each ith input character
of the message x; corresponds to the set {x,;}, with a
cardinality /.

(i) _

Let us set the probabilities py P(l; = k) that the

set {x;},, consisting of k values; k = 1,...,m; z p,ii) =
k=1

1, appears at the output of the set.

Next, we determine that the composition of the set

of values {x;}, for each input character is formed by a
random and equally probable selection from all
ordered sequences of length k, constructed without
repeating characters in the original alphabet.

Thus, the channel model is defined:

e by the alphabet A4 of code characters at the input
and output with cardinality m;

¢ by the set of input messages X with N characters,
where x = (x;,x,,...,Xy) € X is the input message,
x; € A, Vi=1,...,N;

e by the set of values of output characters
(Ixady» xab,, .- Ixn s, ) » Where /; is the cardinality of the
set {xi},i, Vi=1..,N;

¢ by the probabilities p,(f) of appearance of the out-

put sets {x;}, for k =1,...,m, while the composition of
the set {x;}, is formed by selecting each character from
the alphabet A according to the urn scheme without
return, Vi =1,...,N.

Next, we propose an algorithm for reconstructing
individual parts of an unknown message transmitted
in a given communication channel and consider the
case of a fixed arbitrary probability distribution

p"'= p. in the communication channel for all

i=1,.,N.

3. DESCRIPTION OF THE ALGORITHM
3.1. s-Grams of Message

To implement the recovery algorithm, the message
is divided into separate s-grams. Under s-gram we
understood a sequence of s characters of text selected
“with engagement,” that is, for each subsequent s-
gram there is a shift to the right by one character.
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The number of s -grams in a message is determined
by the serial number of its first character. That is, ith
s-gram is denoted by (x;, X, ..., X;4,_)- When consid-
ering an individual s-gram, we introduce the internal
numbering of its characters. For example, for the ith
s-gram: (x;, X, ,...,X; ). The corresponding number of
values for the jth character of the ith s-gram is
denoted by 1,-/_. The total number of s-grams per mes-

sage with a length of N characters equals N —s + 1.

3.2. Algorithm for Recovering s-Grams

Algorithm input: the total length of unknown mes-
sage (N), the length of restored sections (s ), informa-
tion about the possible values of each ith message
character ({x;},) and their quantity (/;), the critical

threshold of segment selection (L), the parameter (j3),
the prebuilt dictionary of s-grams and its cardina-

lity (D).
The algorithm includes the following steps:

1. Selecting the appropriate message segments. For
restoring, we need to select those s-grams of a mes-
sage for which a small average number of values is
known.

Criterion for selecting the s-gram: the geometric
mean L; of the number of pole characters for the cor-
responding ith s-grams must not exceed a given criti-
cal threshold L for all i:

L=y, <L

where s is the length of the text segment (s-gram), /;
J

is the number of options for the jth character in the ith
s-gram, L, is the average number of options for the ith

s-gram, and L is the critical threshold for segment
selection.

2. Building the options of s-gram recovery. Finding
all possible combinations that can be constructed
using known information about the values of the char-
acters in the s-gram.

3. Selecting the meaningful recovery options. If the
composed text of the s-gram is present in the dictio-
nary, then it is considered meaningful and is accepted
as a possible recovery option of the true s-gram of the
message. If no dictionary matches are found, this
recovery option is rejected.

4. Recovering the s-gram of the message. According
to the number of meaningful s -grams that we can con-
struct, the selected segment of the message is consid-
ered restored or unrecovered.

Criterion for recovering s-grams: the degree of
recovery uncertainty (the number of recovery options

for one segment) should not exceed r < r,,, = (2% ],
where s is the length of the message segment and 3 is
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Table 1. The admissible degree of ambiguity in reconstruct-
ing a segment, B = 0.1

Text length, s 10| 15 16| 20| 25

Number of possible variants, 7,..| 2| 2| 3| 4| 5

the numerical parameter less than 1. In practice, the
value is often used § = 0.1 (Table 1).

Algorithm output: the options for restoring individ-
ual s-grams of the message, the number of recovered
s -grams.

The stage of creating short dictionaries of s-grams
of a given coverage is not included in this algorithm.
We preliminary created dictionaries on the basis of the
corresponding text corpus [12, 13] (more details in
Section 4).

For numerical evaluations, the following algorithm
parameters are considered:

1. text segment length s: 10—25 characters;
2. critical threshold L: 8—16 characters;
3. parameter 3 = 0.1.

The main parameter of the algorithm we need to
determine is the average share of recovered informa-
tion at the output for a given probability distribution in
the communication channel.

4. DICTIONARIES of s-GRAMS

Dictionaries are sets of s -grams arranged in alpha-
betical order without repetition. The process of creat-
ing a dictionary consists of extracting all s -grams from
some language corpus and removing duplicate s-
grams before sorting.

Since dictionaries are compiled from a limited lan-
guage corpus, their coverage is incomplete. This
means that not all existing s -grams of the language are
included in this dictionary. That is, errors may occur
when the existing s-gram is not in the dictionary and
is discarded as invalid in the given language.

Thus, the degree of coverage t, of a dictionary of s -
grams is the ratio of the size of the constructed dictio-
nary to the total number of existing s -grams in the lan-
guage [14]:

D

S

M(s)

where D; is the size of the dictionary of s-grams and
M (s) is the number of meaningful s-grams in the lan-
guage.

The issue with determining the degree of coverage
is that the exact number of all meaningful s-grams in
the language is unknown, especially for large orders,
although an asymptotic estimate can be obtained using
Shannon’s probability-theoretic model [22]. To
roughly estimate the degree of coverage for the dictio-

T:

s
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naries of s-grams, we can also use other methods:
empirical verification [11, 14], estimation based on the
number of one-time occurrences of s-gram [13], etc.

Dictionaries of s-grams are a plaintext model in
which a message is treated as a sequence of s-grams
from the dictionary. In the proposed algorithm, these
dictionaries are considered a criterion for plaintext
recognition.

Incomplete coverage may result in the loss of a true
recovery option of s-gram if it is not in the dictionary
we are using. Therefore, T, is a parameter that affects
the overall probability of successfully recovering a
message segment in the communication channel at
step 4 of the algorithm.

Based on the size of the dictionary, we calculate the
entropy of s-gram per character [12, 13]:
D
H, =080 (1)
s

The entropy values of s -grams are used to estimate
the number of meaningful texts of a given length in a

language [15, 16].

The limit value H| is taken as the entropy of a lan-
guage:

H =limH,.

§—>00

()

5. MATHEMATICAL PROPERTIES
OF THE ALGORITHM

5.1. Probability of Appearance of L-Limited Segments

The number of possible values /; for an unknown
i;th character is a discrete random variable taking inte-
ger values from 1 to m with probabilities p, = P(;, = k)
for any ;. In this case, the random variables /; for all
segments are distributed equally and independently.
The critical threshold value L is fixed, and the value of
m is finite.

The message segment (s-gram) with number 7 is
called L-limited if

L=3 1 ..l <L 3)

The average characteristic of the ith message seg-
ment is called a random variable:

S, = lZIOgQIij' 4)
Sj:]

The probability of occurrence of a message seg-
ment selected for recovery is determined by the prob-
ability of its L-limitedness and can be expressed
through the quantity S;:

Precur (8, L)=PR[L; -1, -...- [ <L}=P{S; < log,L}. (5)
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Because for any / it is true that pu =

(log)}; )= plog,k, * = D(log],) = Y, py logs k —
k=1 k=1

2
m
(Z D, log, kj , the mathematical expectation and the
k=1

variance of the quantity §; are equal to ES; = u and

2
DS, = S foranyi.
s

Let the length of the message segment be 5 — oo.
Then, by the central limit theorem [17],

lim (P (JE : %} - (I)(R)) =0

500

for any i/, where R = Js - log,l ~ 1 and @ is the func-

o
tion of standard normal distribution.

This limit distribution can be used to approximate
the probability of occurrence of L -limited segments in
the message when the quantity s is finite:

Foceur(s, L) = O(R).

Because the message has a length of N characters,
the number of consecutive segments of length s is
N — s+ 1. The expected number of L-limited seg-
ments in the message is

(N -5+ 1) : Poccur(sa L) (6)

The values §;_, and §; of adjacent segments are
dependent (have a nonempty intersection), because
they have s —1 common components. Let us deter-
mine the degree of their correlation dependence show-

ing the proportion of matching elements in adjacent
segments.

(a) The correlation coefficient of two adjacent seg-
ments of length s characters is

s—1
s

p= (7)
(b) The correlation coefficient of the kth and mth

(k < m) arbitrary segments with a length of s charac-
ters is

s—m+k if
p= Ky
0, otherwise.

m—k<s
()

(a) Note that /;, =/, . Because the variables S,

t
and S; have a nonempty intersection, the correlation
coefficient between their average values reads
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Cov log i1y log li»
_ Cov(S$,1, ) _ ( e Z; ]
\/DSi—l\/DSi s°\/DS,_ /DS,

+

/

il

Cov (Z logi , Z logzlij]
j=2 j=2
s’\/DS,_ /DS,
s°\/DS._/DS,
COV[ J
J=2 _s—1
s’\/DS, /DS, '

n COV(Inglj_ll > lOgZIi_lsH )
2 10g21[j9 10g
S

+

lim| P{S; = 10g2L|S,»_1 = IngL} -2

s—ro0

N

where f(x,y) = _ x
211:(52\/1 - p2
| ((s(x-p? 2s(x7u)(y*u)=5(yfu)2]
2 2 2 2 —1.
e 0P \ oo ° °c p= 5 =145 the cor-

s
relation coefficient of the ith and (; —1)th segments,

L —
R =45 logl — 1
c
In this case, the expected average value of the next

segment, provided that the previous one is L-limited
s —159R)

[17], is as follows:
=0, (10
Vss @(R)D (10

where ¢ is the density of the standard normal distribu-
tion, @ is the standard normal distribution function,

(&)
Let us define a random vector § = (S, S, ...

lim

§—>o0

[E(Sf 1S, =< log2L){u -

b

Sy s+l )" characterizing the message with a length of N
characters. The probability that all segments of a mes-
sage are simultaneously L-limited tends to a multidi-
mensional normal distribution as s — oo:

P{S, < log,L, S, <log,L,...,Sy_,, < log,L} (11)
= P{S < log,L} —==—5 N(b,Y),

where

MALASHINA

(b) Note that S, is a linear combination of random
variables. This formula is generalized for two arbitrary
segments in a similar way, taking into account the
covariance property: if m — k < s, then S, and §,, have
a nonempty intersection and each of the two compo-
nents has m — k various independent terms, and the
rest s —m + k terms coincide. The covariance of the
independent variables is equal to 0, and the covariance
of a random variable, which is a common part for both
components, with itself is equal to the variance:

iz(s —m+k)o’. If m — k = s, the variables S, and S,
s
are independent (their intersection is empty), then
their covariance is 0.

We can also estimate the conditional probability of

occurrence of a L-limited segment using the normal
distribution in the case s — oo:

log, L log, L
S (x, y)dxdy
0 ®(R) -0 ®
0
6="
0

is the vector of average values,

2
c Cs,

SN st

2

GSN—s-HnSl 6

is the covariance matrix, at the intersection kth row
and mth column of which we have the values of the
covariance of the segments:

Os,.s5, Cov(S,S,,)

2
|e=mt o e k< (12)
= s
0, otherwise.

S is the multidimensional normal vector of dimension

N — s + 1 whose components are the quantities .S; hav-
ing a normal distribution as s — .

The probability of simultaneous L-limitedness of
all segments of the message in the limit is subject to a
multidimensional normal distribution with the
corresponding covariance matrix and vector of average
values.

DOKLADY MATHEMATICS  Vol. 108  Suppl. 2 2023
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In this case, the vector components S and §,, such
that m — k < s have nonzero covariance.

For a number of probability distributions (for
example, uniform), the sum of independent variables
quickly converges to the normal distribution. Tradi-
tional estimates of the error generated by the central
limit theorem in the final case, such as the Berry—
Essen inequality, show only rough estimates and
inflated upper bounds at the mean value s (tens). This
is due to the fact that, firstly, different classes of distri-
butions converge to normal at different rates, and the
error estimate is given in general for any distribution
structure. Secondly, the Berry—Essen inequality uses
an error estimate in the form of the ratio of the third
moment to the root of the number of terms. This form
of error will give a fairly accurate estimate only at large
s. It is known from numerical calculations that the
uniform distribution quickly converges to normal,
much faster than general theoretical estimates [18].
Therefore, when summing uniformly distributed ran-
dom variables, it is possible already with 6—10 terms to
achieve sufficient closeness to the normal law [23].

Using the normal distribution, we can approxi-
mately estimate the probability of occurrence of L-
limited segments in the case of a finite value of the
quantity s. Further, in the calculation examples for
uniform distribution, statements 1—4 are applied,
starting from the value s > 10.

5.2. Key Reuse Case

Let the encryption key be reused for M various
messages. At the same time, for the first M —1 mes-
sages, pairs of plaintext and ciphertext are known. For
the last message, only the ciphertext is known. Then,
for the unknown plaintext of the last message, it is
possible to determine some information about the
variants of its characters.

Cipher texts M of the messages of the same length
are matched against each other. Where the encrypted
characters coincide, these messages also have the
same original characters, since the key sequence did
not change during encryption. Thus, in all places
where the encrypted characters of the last message
coincide with the characters of any of the previous
messages, the open characters of the unknown mes-
sage are uniquely restored. For other characters,
m — M + 1 possible values remain ( is the cardinality
of the plaintext alphabet).

If the key is reused, a random indicator model can
be used to describe the distribution of the number of
possible values. Either a match was found with a prob-
ability p on the place of the ith character of the mes-
sage, or no matches were found with a probability
1 — p. According to experimental studies when the key
was used twice, p = 0.06.
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Let the same key sequence be used several times for
different messages of the same length. In this case, the
plaintexts are known for all messages except the last
one. The ciphertexts of all messages are divided into s -
grams (with gearing) and are compared character by
character.

Let us introduce a random variable:

1 if for i;th character
&,-j_ = < at least one match is found

0, ifthere are no matches.

In places of matches, the unknown character of the
last message is determined from information about the
open characters of previous messages. Then the num-

ber /[, of character options for all segments of an
unknown message is

[ = L &,-j -1
v m=-M+1, g =0,
where m is the cardinality of the alphabet and M is the
number of messages with the same key.
Suppose that the probability P{E.u-, =1}= p and
P{?;,-j = 0} =1 - p, respectively, for any /i and.

(13)

The average characteristic of the ith segment of the
message in case of re-encryption is called a random
variable:

(14)

ﬁi - Zgij :
j=1

It is clear that 3} is the number of characters per ith
segment for which it was possible to restore the origi-
nal sign.

The mathematical expectation and variance of a
quantity S‘,:

ES,=sp, DS, =sp(1-p).

Let the value of the critical threshold L be fixed.
Then the following statements about the distribution
of the probability of occurrence of an L-limited seg-
ment in an unknown message are true.

The probability that the geometric mean of any ith
segment of the unknown message does not exceed the

specified boundary L, has a binomial distribution with
parameters s and p:

PRl -l <L)

=P{$’,~>s—s

log,L (15)
log,(m — M +1)

=1->Cc - pa-p
k=0

for any i/, where Csk is the binomial coefficient, where
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— log,L
v=|s—s .
log,(m —M +1)

The covariance between the kth and mth arbitrary
segments of the message with s characters is equal to
Cov(S,S)
_[s=m+K)-p-(1-p)
0, otherwise.

if m—k<s (16)

For a message with N characters, consider a bino-
mial vector:

S = (SI’S29"'3SN—S+1)T’

where M (s) is the average characteristic of the ith s-
gram of the message having a binomial distribution
with parameters s and p.

The probability that all message segments of length
s are simultaneously L-bounded, has a multinomial
distribution with a vector of mean values 6 and covari-
ance matrix X:

é = (Sp’sp,...,sp)-r,

Sp(l‘— p) COV(Sla‘SN—sH) (17)
Y= : . :
COV(SN—erlaSl) Sp(l _p)
Q" —1)\(m*

2"\ - 1)\’ - L))

MALASHINA

5.3. Mathematical Model of Distribution of the Number
of Meaningful Texts

Let N, = m’ be a total number of all s -grams in the
alphabet of cardinality m, among which there are
exactly M(s) meaningful s-grams. The value M (s) is

estimated as 2H’5, where H | is the entropy of s-grams
per character [12, 13].

Next, we define n; as the number of possible recov-
ery variants for the ith segment, among which there is
one true variant. Since the composition of the output
sets for each unknown message character is formed by
a random, equally probable selection of characters
from the original alphabet, we consider the set n, — 1
(of false recovery options) a sample on the set N, — 1,
in which there are M (s) — 1 meaningful texts.

Then the probability that, in a sample of #, — 1 of

different recovery variants, exactly » variants turn out
to be meaningful, is described by the hypergeometric
distribution [17], that is,

C’ o Cni_i_ri .
P(”i_la’?)zw (18)
Cr-1

If the ith segment of the message (the cardinality of
the alphabet is m characters) with s characters and

average number of values L, is recovered, then the

probability of occurrence of r meaningful recovery
variants for a given segment is

P(L ~1,5) =

This statement follows from formula (18). In this
case, the probability of finding exactly one meaningful
text (true) is estimated at the value of the parameter

r,=20.

Thus, the probability of successfully recovering the

ith s-gram with an average number of values , taking
into account admissible ambiguity is defined as

N pus -1,

ri:O

Puniq(sa Li’B) = (20)

where r,,, = |27 ] is the maximum admissible degree
of reconstruction ambiguity of an s-gram and [ is the

algorithm parameter.

The limit distribution of the number of meaningful
texts occurs as s — oo. Then the parameters N; =

m' — oo, M(s) = 2™ — oo, H is the limiting value of
entropy H, as s — oo. At the same time, we believe

DOKLADY MATHEMATICS

Q™ S =L = =)’ =2 — L+ 1)’ — 1)

19)

L = M The type of marginal distribution depends on

the number of meaningful texts in the sample.
Because statements 21 and 22 below describe cases
of limit distribution as s — o, they ignore the entropy
of short s-gram and use the corresponding limiting
value of entropy (i.e., the entropy of language).
The probability of finding exactly 1 meaningful text
(true) as s — <o is as follows:

H N
1im[P(Lj -1,0) —exp{—2[L[ 2 ] H =0. (21)
§—>oo m

Using Stirling’s formula and the second remark-
able limit, we obtain

n—1
Ns—=M(s)
n—1

CN};I

__ Ny =M(E))IWNV, —m)!
(N, — M(s) — n, + DI(N, = 1)!

P(n, —1,0) =

Vol. 108  Suppl. 2 2023
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(N, = M) (N, =)™
(N = M(s) =+ )M (N =)™

oo (=2}

The probability of getting . = 12" | meaningful
texts, among which one is true, when restoring i th seg-
ment of length s — o has the form:

ELIE(P(Li 1,5 = Lzﬁsj—l)—ﬁzw) =0, (22

where

w= (H -B+ logzé)s + logze) o By 1
m 22

When using statements above 5 for numerical cal-
culations, the parameter value s must satisfy the con-

dition H, = H. For the Russian language s = 50,
H =0.78.

If the admissible number of meaningful texts
depends on s, then r = L2B5J —> oo, Assuming the

parameters B < 1; [, < %:

7 m=l-r,
— CM(S)—ICNS—M(S)

Cn,-—l

Ny-1

P =1, =12%]-1)

AN, - ME)N, —n
V2m/N, = M(s) - n\N,

NV = M)W, )"
(N, — M(s) - ni)NJ—M(s)—niNn‘-

N

L1 (M(s)-n;)"’er,-:sz

Jordn\ A, N
Wherew=((H—B+log2é)s+log2ej-2ﬁs—ﬁs—l.
m 2 2

Section 8 provides some numerical calculations of
the proved statements.

6. EFFICIENCY OF THE ALGORITHM

In practice, the efficiency of the algorithm can be
considered as the total share of information that was
recovered at the output of the communication chan-
nel. In theoretical estimates, this share is determined
by the probability of recovery of a L-limited segment
of a given length, that is, the joint probability of the
appearance of such a segment in a message and the
success of its recovery, taking into account acceptable
ambiguity.

Then we estimate the total probability of recovering
message segments, the average value of the variants of
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which does not exceed the given critical threshold L,
ignoring the degree of dictionary coverage, as

Precov(s9 La B) = Poccur (Sa L) ’ ZPuniq (Sa L[a B)’

L<L

(23)

where P, (s,L) is the probability of occurrence of

the ith segment of length s with an average number of
options not exceeding L; P, (s, L;,P) is the probabil-

uniq
ity that recovery of the ith segment with the average
number of variants [, does not exceed the admissible
ambiguity.

Taking into account incomplete coverage of the
dictionary used, the total share of recovered informa-
tion at the output of the communication channel has
the form:

=" Precov(sa L’ B)a (24)

where T, is the degree of dictionary coverage of s-
grams.

If the total share of recovered information at the
output of the communication channel exceeds the set

critical value ©t > m,, then this communication chan-
nel is estimated as unprotected.

7. COMPUTATIONAL COST
OF THE ALGORITHM

The costly stages of compiling and sorting dictio-
naries are preliminary and are not included in the cal-
culation of the computational complexity of the algo-
rithm itself. Thus, the complexity of the algorithm is
determined by the implementation complexity of the
stage of recovering an L-limited segment.

Let L be a critical threshold for selecting message
segments and suppose that s is the length of the mes-

sage segment to be restored, D, is the volume of the
dictionary of s-grams. Then the number of recovery
variants of the L-limited segment checked for pres-

ence in the dictionary does not exceed L’.

The asymptotic recovery complexity of an L-
bounded segment when implementing a the binary algo-
rithm of dictionary search is given by

0(s, L) = O(L’ - log,D,).

The total number of L-limited segments in a mes-
sage with N characters is given in statement 6.

(25)

8. NUMERICAL ESTIMATES OF ALGORITHM
PARAMETERS FOR THE RUSSIAN
LANGUAGE

Let us consider an algorithm for restoring a mes-
sage in Russian with a fixed plaintext alphabet, i.e., 35
characters (32 letters of the Cyrillic alphabet, space,
period, and comma).
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Table 2. Entropy of the Russian language

Length of the segment, s 10 15 20 25 More than 50
Entropy, H, 2.49 1.80 1.41 1.16 0.78
Table 3. Algorithm parameters

Cardinality of the alphabet of code characters, m 35

Parameter 3 0.1

The degree of admissible ambiguity, 7, See Table 1

Length of the restored segment, s 10—-25

The critical boundary for selecting segments, L 8—24

Entropy of s-gram, H, See Table 2

Probabilities of occurrence of output character values, p; P = %, Vk =1,..35

Table 4. Most probable number of meaningful texts

Lls 10 15 20 25
8 3 1 1 1
10 24 1 1 1
12 143 2 1 1
14 667 11 1 1
16 2534 80 1 1

Table 5. Theoretical share of reconstructed segments

L 10 15 16 20 25

<8 0.014 0.006 0.005 0.002 0.001
<10 0.016 0.065 | 0.060 | 0.041 0.027
<12 0.016 0.213 0.243 0.219 0.193
<14 0.016 0.256 0.512 0.514 0.515
<16 0.016 0.256 0.745 0.769 0.795
<18 0.016 0.256 0.887 0.912 0.935
<20 0.016 0.256 0.956 0.972 0.984
<22 0.016 0.256 0.984 | 0.992 0.996
<24 0.016 0.256 0.995 0.998 0.999

Entropy estimates were used in the calculations of
s-grams of the Russian language [12]:

Because the entropy value stabilizes for segments
longer than 50 characters, the value of 0.78 bits per
character is taken as the maximum entropy level.

Table 6. Dictionaries of s-grams

The studied parameters of the algorithm are given
in Table 3.

Theoretically, the most probable number of mean-
ingful texts (taking into account the true one) in Rus-
sian that are found when reconstructing a message
segment is given in Table 4.

Consequently, for the Russian language, restoring
10-grams with an average number of values greater
than 8—9 characters is practically meaningless. For 15-
grams, the maximum recovery efficiency is for the
value L of no more than 12—13 characters.

Asthe length of the message segment increases, the
degree of ambiguity in plaintext reconstruction
decreases. However, for long sections of text, the pro-
cess of compiling search dictionaries becomes very
difficult. The simulation allows choosing the optimal
algorithm parameter—the length of the message seg-
ment to be restored—based on the most effective ratio
between the degree of ambiguity of plaintext recovery
and the degree of coverage of the corresponding dic-
tionary.

Obviously, this parameter is the minimum length
of an s-gram, in which the probability of restoring a
segment approaches one for any average number of
character variants. Based on the probabilities of the
hypergeometric distribution, the length of such a min-
imum s-gram is determined for the Russian language
(with an alphabet of 35 characters) to be 16 characters.

For a number of cases of a specific type of proba-
bility distribution p, = P, = k) (number of values of

Length of the segment, s 10 15 20 25
Dictionary size, D, 7.9 % 103 9.5 x 10° 9.8 x 10° 9.9 x 10°
Entropy ofs_gram, H.s 1.96 1.32 0.99 0.80
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Table 7. Evaluating the algorithm efficiency

Experimental evaluation | Theoretical assessment
L
10 15 20 25 10 15 20 25
8 10.019{0.012{0.004|0.001|0.019{0.006{0.002|0.001
11 ]0.049(0.163|0.139{0.116 {0.069|0.168 | 0.136 | 0.110
16 |0.052(0.483(0.761{0.808{0.069|0.525|0.762|0.782

the i, th input character), it is easy to obtain numerical
estimates of the algorithm’s efficiency.

Let, for example, the number of values for all seg-
ments be distributed independently and by chance
equally probable from 1 to m, that is, it takes values
with the same probabilities forany £k = 1,2,...,m. The
critical threshold value L is fixed.

Theoretical assessment of the efficiency of the
algorithm for the Russian language (the share of
reconstructed segments in a message ignoring the
degree of dictionary coverage) for different parameter
values s and L when the number /; of values for all

segments is distributed evenly from i to 35 are shown
in Table 5.

Thus, as the average number of meanings of
unknown characters for a segment in Russian with a
length of at least 16 characters increases, the probabil-
ity of its recovery grows, if we take into account the
permissible degree of ambiguity.

9. EXPERIMENTAL STUDY
OF THE ALGORITHM

As part of the confirmation of the constructed
model, a comparison of theoretical estimates of the
effectiveness of the algorithm with experimental
results is carried out. To carry out the experiment, we

use a software implementation? of the proposed algo-
rithm and the created corpus of journalistic texts in the
Russian language with a volume of 1 million charac-

ters,? described in detail in [12, 13].

Based on a text corpus we programmatically* create
the dictionaries of s -grams used when restoring a mes-
sage (Table 6).

We sequentially consider the recovery of message
segments of 10, 15, 20, and 25 characters in length.
The total message length is N = 1000 characters. For
different values of the critical threshold L, the relative
proportion of successfully restored segments is deter-
mined.

2 The result of intellectual activity was created at the HSE Univer-
sity. https://github.com/Nastasian/recovery.
https://github.com/Nastasian/entropy/releases/down-
load/v2/Russian_political _news_corpus.txt.

4 The result of intellectual activity was created at the HSE Univer-
sity. https://github.com/Nastasian/entropy.
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In addition, to make a comparison, the theoretical
efficiency of the algorithm is evaluated under the same
parameters. When calculating, we assumed the num-
ber of meaningful texts with s characters to be equal to
the size of the corresponding dictionary of s-grams
(possible incomplete coverage of dictionaries is
ignored).

10. CONCLUSIONS

We considered the problem of restoring a message
transmitted in a discrete communication channel,
when the output contains information about the pos-
sible values of the source text, which arose as a result
of violations in the operation of elements of the infor-
mation security system. Unlike previous approaches,
we proposed an algorithm for recovering individual s -
grams of the message when the complete recovery
based on the available information is impossible. The
proposed procedure consists of several stages, includ-
ing preliminary compilation of dictionaries of s-
grams. We assessed the effectiveness of the proposed
algorithm within the framework of an equiprobable
model, with the help of which we determined the opti-
mal parameters of the algorithm for the Russian lan-
guage and the criterion for the insecurity of the com-
munication channel. Theoretical estimates of effi-
ciency were confirmed by experimental testing of the
constructed algorithm model.

During the study, we examined various types of
distributions of the number of possible characters in
the output message. As a result, we found that, as the
length of a text segment increases, the probability of
finding L-limited s-grams potentially suitable for
recovery approaches a normal distribution regardless
of the initial number of values. In the case of key reuse,
this probability is described by a binomial distribution.
In addition, we found that the normal distribution
allows well approximating the initial probabilities even
for small values of length of the s-gram.

When studying the degree of ambiguity in the
recovery of text segments resulting from the applica-
tion of the proposed algorithm, we used the hypergeo-
metric distribution. Using it, we obtained numerical
calculations of the probability that an admissible num-
ber of meaningful texts occur when recovering one
segment. In addition, we found the asymptotics of the
hypergeometric distribution for large segment lengths.

The overall efficiency of the algorithm was consid-
ered as the average proportion of information recov-
ered in an unknown message. To assess the complexity
of implementing the algorithm, we determined its
computational cost, which mainly depends on the
complexity of searching through the dictionary. As a
result of studying the recovery efficiency for the Rus-
sian language (ignoring the degree of dictionary cover-
age), we determined the optimal parameters of the
algorithm (Table 8).
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Table 8. Optimal algorithm parameters for the Russian language

Length of the message segment to be restored is s = 16 characters

Recovery efficiency

Maximum number of possible values for a character of an s-gram

14 characters 50%
16 characters 75%
18 characters 90%

The main application of the results is in cryptogra-
phy when analyzing the strength of cryptographic
algorithms, in particular, in situations of incorrect
selection of a key or its reuse in symmetric encryption
algorithms [21], as well as in cases of various leaks of
information about the characters of the original mes-
sage.
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