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AxanmeMnuecKkmnit pyKOBOOUTENIb ITPOrPaMMBI

Jlocb Anekceii Bopucosuy

O nporpamme

O6pa3soBarenbhas nporpamma «KommneiorepHas 6e30macHOCTb»
HallpaBJleHa Ha ITOfIOTOBKY CIIELiMaJIMCTOB B obacTn obecreyeHns
KOMIIJIEKCHOW 6€30ITaCHOCTM KOMITBIOTEPHBIX CUCTEM U CETEM.
OcobeHHOCTBIO IPOrpaMMEl SIBIISIETCS CIIeLinanmnsalus B BOIIpocax
paspaboTKn 1 IPUMEHEHUST MaTeMaTUIECKUX MOJIeiell U METONOB
IS 3AI0UTHL JaHHBIX B MHPOPMALIMOHHBIX CUCTEMAX PA3/IMIHOTO
HasHaYeHUsI.

I—Iapﬁny C MaTeMaTn4dYeCKuMmn MeTogaMm 3almnThI Mchopmame

", B 9aCTHOCTW, COBPEMEHHBIMN Kle'ITOI‘pa¢T/1‘IeCKTAMM cucremMmamm
CTYOEHTEI yI‘J'IY6J'IeHHO MN3y4daloT ITPOrpaMMHBIE U allllapaTHBIE
cpencrtBa obecrieueHmnss 6€30MMaCHOCTY BLEIYUCIUTENbHBIX CUCTEM
n ceTer71, CUCTEMEL O6HapY)KeHTAH KOMITBIOTEPHBIX aTakK, CpencTaa

" MEeTOObI TEXHUYECKOM 3allUThI VlH(l)OpMaIJ;T/lM.

C Texymero yuebHoro rofga Ha 06pasoBaTeNIbHON IIporpamMme Hapsny
C OUCLIUITUIMHON [0 3aIinUTe MHGOPMALINKA B KPEAUTHO-GUHAHCOBOM

© 6aHKOBCKOW cdepe BBeIEeHH! AUCLIUIUINHEL IIPO$ECCUOHAIBHOIO
umkiia «Ayant nHOpPMaLMOHHON 6e3omacHoCTIY 1 «MeToner
06paboTKM GONBIINX HaHHBIXY», BOCTPEOOBaHHbBIE BO MHOTUX
OpraHmM3almnsx, B T.4. B KOMITaHUSX — [TapTHEpPax [IPOTPaMMEIL.

. C 2016 ropa Briuka Bxogut B pevitur QS World University
—— Rankings by Subject 1o npegmery Computer Science & Information
SRe— Systems, 3auaB B 2023 ropy mecto B rpynme 151-200.




Uenb nporpammbl

Llens obpasoBaTrenbHOM NporpaMmel «KoMmmbioTepHas 6€3011acHOCTb» —
MOATOTOBKA BHICOKOKBaTNQULINPOBAHHBIX CIIELINAINCTOB

B 0671aCTM 3aIUTl MHGOPMALINY, CTIOCOBHEIX pellaTh KOMITTIEKCHBIE
3a/iaun, CBSI3aHHEIE C 3allUTOW, HaEXXHLIM XpaHEHNeM, Ilepefadeit

n 06paboTkoi nHGopMaLUY, OIIMPAsACh IIPU STOM Ha CaMble [TOCTIeNHNE
DOCTWXKEHUS B 06JIaCTU MaTEMAaTUKN U MHPOPMALIMOHHBIX TEXHOJIOT M
1 MCIIOJNb3ysI COBPEMEHHBIE IIPOrPaMMHO-TEXHUYECKNE CPECTBA.
CTyneHTE IONyYaloT YIIyOIeHHEIE 3HaHWS 10 TaKUM IIPEAMETaM,

Kak anrebpa, TEOpus YUCesl, TEopus MHPOPMaLIUK, KPUIITOrpadus,

a Tak)XXe CepbesHyIo ITOATOTOBKY B OOJIaCTN COBPEMEHHEIX
MHQOPMALIMOHHBIX TEXHOJIOT W, BKITIOYast ACMIEKTH COBPEMEHHOTO
MIpOrpaMMmUpPOBaHMs], 6e30IIaCHOCTI KOMIIBIOTEPHEIX CETE,
COBpEMEHHEIX TeXHOornit obpaborkn nuopmarun. B npouecce
06y4eHMsT CTYLEHTHI YYaTCs KOMIUIEKCHO MTOIXOAUTD K aHaInU3y
6e30I1aCHOCTM CUCTEM XPaHEeHMUs], 06paboTKN 1 Iepefadn
MHQOPMAaLINY, BHISIBIIATE YSI3BUMBIE MECTa KOMITBIOTEPHBIX CUCTEM,

a TakKe ITOJIyYaloT IIPaKTUIECKUE HaBLIKYM PabOTHI C IMIMPOKUM
KOMIIJIEKCOM METOMOB IO YCTPaHEHMIO HaHHAIX YSI3BUMOCTEL.

Yro a 6yny usyuarn
l_Ipor'paMM& BKJIIOYaEeT YeThbIpe OCHOBHBIX 6roka:

- 6asoBas ¢yHAaMeHTaIbHas [IOATOTOBKA IO MAaTEMATUKE, PU3MKE,
MHPOPMATUKE;

+ 6a3oBas u IpaKTUYeckas [IOATOTOBKA B 06JIaCTU COBPEMEHHBIX
TEXHOJIOTM U IIPOrpaMMMUPOBaHUs, BKITIIOYaloMas nsydeHne
OIIEepalMOHHLIX CUCTEM, I3BIKOB MporpammupoBanus C, C++,
Python, «Accembrep», METOROB MPOrpaMMUpPOBaHNS;

+ 6asoBaa u IIpaKTM4IecKas rIoAroToBka Iio HpO(ﬁl)T/lJ'II:HbIM
OVNCLNUIITIMHAM, BKITIOYaomasa N3ydyeHmne IIporpaMMHbBIX
" NIPOTrPaMMHO-TEXHUYECKNX CPEACTB 3allfUTEI MH(i)OpMaLITATA,
MeTOoOoOB 1 CPenCTB obecrieyeHmss CeTeBom 6eSOl'IaCHOCTVl,'

+ IIpoeKTHast paboTa B 06JIaCTM KOMITLIOTEPHOM 6€30MMacHOCTH.

MpodunbHbie AMCUUNAUHBI CeLUanbHOCTH

+ OCHOBEI IOCTPOEHMS 3ALUIIEHHbIX KOMITBIOTEPHEIX CeTeN
" 6a3 gaHHBIX

+ 3ammra cepBepoB 1 paboumUX CTaHLNM
+ 3ammra B OIEPallMOHHLIX CUCTEMAX

- Kpunrorpadmueckmne MeTopb! 3amnThl MHPOPMALIUI

Bnazodaper MUOM 3a nonyueHHoe obpaszosaHue.
dyHOameHmanvHas nodeomoeka 8 obracmu mamemamuku
U Pu3uUKU, COBPEMEHHbIX UHPOPMAUUOHHBLX MexHOonozull

8 coyemaHuu C yenybneHHbIM UsyuyeHUeM CneyuaibHbiX
JUCYUN/IUH — 8CE MO NO38OJIUWIO CMAMb 80CMpPebOB8AHHbBIM
U ycnewmHbslM cneyuanucmom 8 ceoell obnacmu.

Amutpuit Mpodepancos,
gbinyckHuUk MMOM, samecmumens eeHepanbHo20 dupekmopa
no mexdyHapodHoMy compydHudecmay komnaHuu «T-ITnam$opmbr»

+ CucreMbl 06HapPy>XEHUST KOMITBIOTEPHBIX aTaK
+ Mopenu 6e30macHOCTN KOMIIBIOTEPHBIX CUCTEM
+ VmpasneHnne nHGOpMaLMOHHO 6€30I1aCHOCTHIO

+ Meropst samunTe nubopManumn B KpeAUTHO-GUHAHCOBOA
" 6aHKOBCKOM chepe

+ MeTonb! 06paboTkn BONMBIINX JaHHBIX

- Meropns! noncka ysi3BUMOCTEN Y IPOHUKHOBEHUS
B MHPOPMALINOHHbIE CUCTEMBI

Y koro s 6yAy yuntbcs

Cpenn nperiofaBaTesneil 06pasoBaTeIbHON IIPOrpaMMEbL —

IOKTOpa M KaHAWAATHL HayK, BBIGAIOMMECS [IpakTuku, obnagarenn
rOCYLapCTBEHHEIX IIPEMUTA 1 aBTOPH! GyHAAMEHTaNIBHEIX YIe6HBIX
[1OCOBMTA, NCIIONB3YEMBIX B 06Pa30BaTENbHEIX YUPEKISHNSIX BO BCEM
MUpe, a TaKkXe CIeLMalInCThl, IpodeccrnoHanbHas GeaTeNIbHOCTh
KOTOPBIX HEIIOCPEACTBEHHO CBsI3aHa C BOIIPOCAMM 3alUTEI
nubopmaLnn.

Kem s 6yny paboTtatb

Briyckumkn Hanpasnenus «KoMmmnbioTepHast 6€3011acHOCTBY

BecbMa BOCTpebOBaHHI Ha PHIHKE Tpyda He TONbKo B Poccuiicko
®epepannmn, HO 1 3a pyHEXOM, TTe TaKXKe OIIYIaeTCsl OCTPast HEXBATKa
CIIEeLNannUCTOB 10 3aInuTe NHGOPMALIUN.

[ToTeH1ManbHEIMM PabOTOAATENSIMN BEIITYyCKHUKOB 0Opa30oBaTeIbHOM
[IPOrPaMMEL SIBJISTIOTCSI:

+ KOMMepueckmne ¢puUpMBbI IO paspaboTKe 1 BBITYCKY CPEACTB 3aIUThI
nnpopmanmn — «Aktusy, InfoWatch, «MupoTeKC», «Jlaboparopus
Kacmniepckorow;



+  $upMEI, OKasbIBaoIMe YCIyTU [0 3amnTe nHGopMaLiny, B YaCTHOCTI
Inoventica n ASP Labs, BeimonHstommne 3akassl 1o o6ecrieueHnIo
nubOpMaLIMOHHON 6€30MacHOCTM B pasinyHLIX chepax;

- aynpuropckme ¢upMel, Takne kak Grant Thornton, oxaseiatomme
YCIIYT'W [10 BBISIBIIEHMIO YSI3BUMOCTEN B MHPOPMALINOHHEIX CUCTEMAX;

+ ¢upmel, pasBuBalomne HanpasneHne «VIHTepHeT Bemeit»
1 «[IpoMBINIIEHHBIT MHTEPHET Belle;

*  KpymHBIE KpeOUTHO-$UHAHCOBEIE oprannsanun — Llentpobank,
C6epbank, lasnpombanxk, BTB, Tunskodd Banx;

+  MexpyHapopHas xopriopauus 1o [T-rexuonornsm Huawei;
*+ KpPYIIHBIE TOCYOapCTBEHHEIE KOMIIAaHUM, Takne Kak «PocTenexomy,
«Poccetu» n gpyrue.

Crnucok rapTHepoB-paboTofaTeseil perysipHoO [IOMOIHIETCS.

B nepeuncieHHbIX BhIIE OPraHU3aLMUsIX CTYOEHTB MOT'YT IIPOXOANUTD
MIPaKTUKY " CTaXKMUPOBKY, a II0CJIE 3aBEPIIEHMs OOyYeHNsT HalTn cebe
MHTEPECHYIO 1 BBICOKOOIIIaYMBaEMYIO PaboTy.

Cmyodermet MUOM, obyuarowuecs no HanpasneHuo
«KomnelomepHasa 6esonacHocme», Npoxoosim Npakmuky

8 Hawetll koMnaHuu. Xouy ommemums Ux 0meemcmeeHHOCMb

npu esinonHeHuu 3adaHull, 8bICOKULl Ypo8eHb NOO20MOBKL, 0 MAKKe
makue kauecmsa, Kak chocobHocmb co3udamesibHoO No0OXodumsb

K peweHuIo NoCmMassieHHbIX 3a0ay.

HAmutpuit Caxapos,
mexHudeckull oupekmop komnaHuu «[ TIPOHWT»

6 npeuMyLecTB 06yuyeHUs
B 6akanaBpwuaTe Bbicwen wkonbl
3KOHOMMKMU

AHrnuicKmiA: roBopuM, YNTaeM 1 NULIEM CBO6OAHO

V3yueHne s3bika Ha ypPOBHE, KOTOPEIN HACT IOJIHYIO CBOBOLY OBIeHns
B aKa[IeMUYECKOV CPefie 1 BO3MOXXHOCTb IOJIyYEHNS MEXTYHAPOAHOTO
ceprudmkara.

MaiiHopb! — Kypcbl Ha BbIGOP U3 APYrMX crieLManu3aumi

HOHOHHMTGHBH&H o6pasoBaTeanaﬂ TPaeKTOpPms CBEPX ITOATOTOBKN
I10 OCHOBHOMY o6pasoBaTeanomy HaIllpaBJIEHUIO. BosmoxxHOCTD
TIONTYYNTb BTOPYIO CII€LIMaJIbHOCTD MUIIY PACIINPUTD O6]’.T.IMT71 Kpyrosop.

Data Culture: cratb akcnepTom no pa6ore ¢ AaHHbIMK

B0o3MOXHOCTB BEIATU Ha IPOdEeCCUOHABHELN MU HaXe SKCIIEPTHEIN
YPOBEHB B UCIIOIb30BaHUM METOOB X MHCTPYMEHTOB B 061acTH
Data Science, ro3Bonsommx peuarb 3ajadn Ha CTEIKE ITPeIMETHEIX
obracTen 1 IIepefoBEIX KOMITBIOTEPHBIX TEXHOJIOTUA.

MpoekTHas pa6oTa: NnpUMeHsieM 3HaHMS Ha NpaKTUKe

Bomnbion o6veM BHeayAUTOPHOM [ESTENIbHOCTH, IIPefyCcMaTpuBaloe
BKITIIOYEHME CTYAEHTa B IIPAKTUYECKYIO paboTy Kak B YyHUBEPCUTETE,
TaK ¥ 3a ero npepenamin. Xopomni maHC YCTaHOBUTb KOHTaKT

¢ 6ynymmm paboTofaTenem.

CrypneHuYecKas >XU3Hb: 3TO Hafo nonpo6oBaThb

Bornee 100 cTymeHueckmnx opraHmsalinii, THICSIN MEPOIIPUITU

u cBOe camoyrmpasnenmne. Onmncarb CTyAEHYECKYIO XU3Hb [IPaKTUIEeCKn
HEBO3MOXHO: CIIUIIKOM AMHAMUYHAs, pasHoobpasHasi 1 A/s KaXgoro
cBos. EnuHcTBEeHHEIN criocob ee Mo3HaTh — CTaTh €e 4acThio.

Me>xayHapogHbie napTHEPbI U BO3MOXXHOCTb YYUTbCS 3a py6exkom

Bo3MOXXHOCTB IIPOTN YacTb 0OyYEeHMs B 3apyOEKHOM YHUBEPCUTETE,
[IPUHATH yYacTUe B CeMUHAPaXx, TETHUX WIN 3UMHUX LIKOJAX,
KOTOPBIE [IPOBOAST MTapTHEPCKNE YHUBEPCUTETEL B CTPaHaX

EBpomner, Asun n Amepukn.



CaiiT nporpaMMbI
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MpuemHas komuceus

Mockaa, yn. Mscuunxag, g. 20, aya. 111, Ten.: +7 (495) 771 32 42
cT. M. «Jlybaukay», «Kuraii-ropon», E-mail: abitur@hse.ru
«Unctele npynsi», «TypreHesckasa»



